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1 System Architecture

Realtek Low Power Wi-Fi SoC can be a standalone system with Wi-Fi internet capability or a Wi-
Fi interface that connect to an existing MCU.

e —
Realtek CM3

Realtek

AT Command AT Command

TCP/IP

CcM3

802.11

Standalone System 8195A as Wi-Fi Internet connectivity

Realtek CM3 attaches to MCU through UART or SPI, and MCU control Realtek CM3 through AT
command.

2 Command Format

Command Delimiter Payload Delimiter
AT CMD(4 chars) = Req Data \r
AT CMD(4 chars) \r

Response Formats

Delimiter return delimeter payload
\r\n OK \r\n Data
\r\n Error type \r\n Usage

3 AT command

3.1 AT command list

August 25, 2015 5
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AT Command \ Description
LOG Common Command

AT?? Print cmd history
AT-- Exit Log service

WLAN
ATWO Network set SSID
ATW1 Network set passphrase
ATW?2 Network set Key ID
ATW3 Set Access Point SSID
ATWA4 Set Access Point Security Key
ATW5 Set Access Point Channel
ATWA Activate Access Point
ATWB Start STA+AP
ATWC Join a network
ATWD Disconnect from a network
ATWE Start web server
ATWI Ping test
ATWL SSL client
ATWM Wlan Wi-Fi promisc
ATWP Power on/off wifi module
ATWp Power Saving control
ATWQ Wi-Fi Simple Config
ATWR Get RSSI of Associated Network Access Point
ATWS Scan for Network Access Point
ATWT TCP T/RX throughput test
ATWU UDP
ATWW Wi-Fi Protected Setup
ATWZ Wlan iwpriv
ATW? Show network information

System
ATSC Clear OTA signature
ATSR Recover OTA signature
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3.2 AT command list
3.2.1 COMMON

3.2.1.1 ‘help’ Print help message

Description: Print some commands description and usage
Command Format: AT??<CR>

Default Value: None

Response: TBD

3.2.1.2 ‘AT??’ Print Log History

Description:

Command Format: AT??<CR>
Default Value: None
Response: TBD

3.2.1.3 ‘AT--’ Exit Log Service

Description:

Command Format: AT--<CR>
Default Value: None
Response: TBD

3.2.2 WLAN

3.2.2.1 ‘ATWO’ Wlan Set Network SSID

Description:

Command Format: ATWO0=SSID<CR>
Default Value: None

Response: None

3.2.2.2 ‘ATW1’ Wlan set Network Passphrase

Description:

Command Format: ATW1=password<CR>
Default Value: None

Response: None
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3.2.2.3 ‘ATW2’ Wlan Set Key ID

Description:

Command Format: ATW2=Key_ID<CR>
Default Value: None

Response: None

3.2.2.4 ‘ATWC’ Wlan Join a Network

Description:

Command Format: ATWC<CR>
Default Value: None
Response: TBD

3.2.2.5 ‘ATWD’ Wlan Disconnect from Network

Description:

Command Format: ATWD<CR>
Default Value: None
Response: TBD

3.2.2.6 ‘ATW3’ Wlan Set Access Point SSID

Description:

Command Format: ATW3=AP_SSID<CR>
Default Value: None

Response: None

3.2.2.7 ‘ATW4’ Wlan Set Access Point Security Key

Description:

Command Format: ATW4=key<CR>
Default Value: None
Response: None

3.2.2.8 ‘ATW5’ Wlan Set Access Point Channel

Description:

Command Format: ATWS5=channel<CR>
Default Value: None

Response: None
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3.2.2.9 ‘ATWA’ Wlan Activate Access Point

Description:

Command Format: ATWA<CR>
Default Value: None
Response: TBD

3.2.2.10°ATWB’ Wlan Activate Access Point mode and Station mode

Description:

Command Format: ATWB<CR>
Default Value: None
Response: TBD

3.2.2.11°ATW?’ Wlan Show WiFi information

Description:

Command Format: ATW?<CR>
Default Value: None
Response: TBD

3.2.2.12°ATWS’ Wlan Scan for Network Access Point

Description:

Command Format: ATWS<CR>
ATWS=num_channels[channell, channel2,...]

Default Value: None

Response: TBD

3.2.2.13'ATWR’ Wlan Get RSSI of Associated Network Access Point

Description:

Command Format: ATWR <CR>
Default Value: None
Response: TBD

3.2.2.14'ATWM’ Wlan Wi-Fi promisc

Description:

Command Format: ATWM=DURATION_SECONDS [with_len]<CR>
Default Value: None

Response: TBD
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3.2.2.15'ATWE’ Wlan Start Web Server

Description:
Command Format:
Default Value:
Response:

ATWE<CR>
None
TBD

3.2.2.16'ATWQ’ Wlan Wi-Fi Simple Config

Description:
Command Format:
Default Value:
Response:

ATWQ=pin_code<CR>
None
TBD

3.2.2.17°ATWP’ Wlan Power on/off wifi module

Description:
Command Format:
Default Value:
Response:

ATWP=0/1<CR>

None

TBD

WiFi Power

Off 0
On 1

3.2.2.18°ATWp’ Wlan Power Saving Control

Description:

Command Format:

Default Value:
Response:

Provide detail setting of wlan power saving. Please note that setting other
than ips and Ips are note effect immediately. ‘tdma’ and ‘dtim’ only works
after next time enter LPS.

ATWp-=ips[ipd_mode]<CR>

ATWp=Ips[lps_mode]<CR>

ATWp=tdmalslot_period,rf_on_len_1, rf_on_len_3, rf_on_len_3]
ATWp=dtim[dtim_value]<CR>

None

TBD

3.2.2.19°ATWI’ Wlan ping test

Description:
Command Format:
Default Value:
Response:

August 25, 2015
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3.2.2.20°ATWO’ Wlan OTA update
Description:
Command Format: ATWO=IP[PORT] <CR>
ATWO= REPOSITORY[FILE_PATH]<CR>
Default Value: None
Response: TBD

3.2.2.21'ATWT’ Wlan TCP throughput test

Description:

Command Format:  ATWT=[-c/c,xxxX.XXXX.XXXX.xxxx,buf_len,count] <CR>
ATWT=[-s/s]<CR>
ATWT=[stop]<CR>

Default Value: None

Response: TBD

3.2.2.22°ATWU’ Wlan UDP test

Description:

Command Format:  ATWU=[-c/c,xxxX.XXXX.XXXX.xxxx,buf_len,count] <CR>
ATWU=[-s/s]<CR>

Default Value: None

Response: TBD

3.2.2.23°'ATWL’ Wlan SSL client

Description: The parentheses “[]” is required to define user name and password if
needed

Command Format: ATWL=SSL_SERVER_HOST[SRP_USER_NAME,SRP_PASSWORD]<CR>

Default Value: None

Response: TBD

3.2.2.24'ATWW’ Wlan Wi-Fi Protected Setup

Description:

Command Format: ATWW=pbc/pin<CR>
Default Value: None

Response: TBD

3.2.2.25°ATWZ’ Wlan IWPRIV
Description:
Command Format: ATWZ=command[parameter]<CR>

August 25, 2015
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Default Value: None
Response: TBD

3.2.3 System

3.2.3.1 ‘ATSC’ System Clear OTA Signature

Description: Clear OTA signature so that boot code load default image.
Command Format: ATSC<CR>

Default Value: None

Response: None

3.2.3.2 ‘ATSR’ System Recover OTA Signature

Description: Recover OTA signature so that boot code load upgraded image(ota
image).

Command Format: ATSR<CR>

Default Value: None

Response: None

August 25, 2015
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4 Common AT command

4.1 help

The help command can be used to get description and usage of supported commands.

it help

JLAN AT COMMAND SET:

. Wlan Scan for Network Accessz Point
# ATUS
. Connect to an AES AP
# ATWA=8SID
# ATWL=PASSPHRASE
# ATUC
. Create an AES AP
# ATW3I=8SID
# ATW4=PASSPHRASE
# ATWS=CHANNEL
# ATWA
. Ping
H ATWT =pcmoc - 2000 - 200 2 KX
[MEM]1 After do cmd, availabhle heap 42752

4.2 Log history

The “AT??” command prints history of commands which have been made, in order to confirm
command information as expected.
it AT??
MAT?? match AT??,. szearch cnt 1
[AT ]log history:
ATW3=realtek

ATWS =1
ATYA
ATY?

[MEM]1 After do cmd, availabhle heap 47896

4.3 Exit

The “AT--" command makes leaving from UART interactive mode. The stack used by interactive
task is released to get more memory.

August 25, 2015 13
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it AT—
AT—— match AT—,. search cnt 1

Leave LOG SERUICE

5 WIFI AT Command Usage

UART interactive mode provides some commands to control Wi-Fi. Users can also implement
their commands and add them into command table. The following is the description of built-in
commands.

5.1 Disable/Enable WI-FI

The “ATWP=0/1" commands are used to initialize and de-initialize Wi-Fi driver correspondingly.
Before using the functionality of Wi-Fi driver, it needs to be initialized. After Wi-Fi driver is
initialized, it will be in station mode. The following are the output when executing “ATWP”
commands.

# ATUP=8
ATUP match ATWP. search cnt 1
[ATWP1: _AT_WLAN_POUER_LOFF]

LuwIP_DHCP: dhcp stop.
Deinitializing WIFI ...lextra_bus_dma_lInterrupt (88>

LWIFI deinitialized
[MEM]1 After do cmd. availabhle heap 87888

# ATWP=1
ATWP match ATWP,. search cnt 1
[ATWP1: _AT_WLAN_POWER_LON]

Be2: Bx3 WIFI ...
B1F: Bxea

AhA: Bx@

Ah4: Bx@

iic: B8

[_freertos_usleep_os] _freertos_usleep_os: Please Implement micro—second delay

WIFI initialized
[MEM] After do cnd,. available heap 47264

5.2 Network Connection

The “ATWC” command can be used to connect to an access point. To process the connection,
an SSID should be set first. Meanwhile a password must be set except in open mode, and a key
id is also required for WEP mode.

To disconnect AP, type “ATWD”.

August 25, 2015 14
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WPA2 mode

Command sequence: (refer to 3.2.1)

#ATWO=SSID
HATW1=passphrase
H#ATWC

=
=
=g

=
=

it ATWD
ATWD match ATWD,. search cnt 1
[ATUD]1: _AT_WLAN_DISC_MET_

Deassociating AP ...
1oct1[STOCGIWESSID] ssid = HULL. not connected
WIFI disconnected

[MEM] After do cmd. availabhle heap 47376

WEP mode

Command sequence: (refer to 3.2.1)

HATWO=SSID
H#ATW1=Password
HATW?2=Key id
HATWC

August 25, 2015
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The WEP key can be 5 ASCII characters for WEP 40 or 13 ASCII characters for WEP 104. The key
ID should be 0, 1, 2 or 3. The following is an example to connect network by using WEP 40 with
key ID O.

=

=

=
=

5.3 Wi-Fi Information

The “ATW?” command can be used to get the information of Wi-Fi driver, including some Wi-Fi
statistic, setting, status and memory usage. The following is an example of the output of “ATW?”
command when Wi-Fi is disabled. The Wi-Fi status information shows nothing about the Wi-Fi
module.

ATW? match ATW?, search cnt 1
[ATW?1: _AT_WLAN_INFO_

[MEM] After do cmd,. availabhle heap 182752

The following is the output of “ATW?” command when Wi-Fi driver is enabled and disconnected.
The Wi-Fi status shows the Wi-Fi driver is running without SSID connected. The wlan statistic
includes the memory usage that wlan heap used.

August 25, 2015 16
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? , search cnt 1
[ATW?1: _AT_WLAN_INFO_

WIFI wlan@ Status: Running

[rltk_wlan_statisticl tx stat: tx_packets=4, tx_dropped=8, tx_bytes=884
[rltk wlan_statisticl rx stat: px_packets=18, rx_dropped=18, rx_hytes=4186
[rltk wlan_statistic]l min_free_heap size=46B%96. current heap free size=47488
[r1tk_wlan_statistic] max_skbbuf_uwsed_num=28, skbbhuf_used_num=16
[r1tk_wlan_statistic] max_skhdata_uwsed_nun=28, szkhdata_used_num=16
[r1tk_wlan_statisticl max_timer_used_num=7

ioct1[SI0CGIWESSID] ssid = HULL. not connected

SECURITY
PASSYORD

Interface <wlan@
> PB:eP:4c:87:00:88
=» 192 _.168.1_108
=» 192.168.1.254

[MEM]1 After do cmd. availabhle heap 47488

The following is the output of “ATW?” Command when Wi-Fi is connected. Wi-Fi setting shows
the Wi-Fi driver is in station mode and connecting to a SSID. The connection information in Wi-
Fi setting also includes current channel and security.

# ATU?
ATU? match ATW? . =zearch cnt 1
[ATW?1: _AT_WLAN_INFO_

L la : R

[r1tk_wlan_statistic]l tx sta tx_packets=4, tx_dropped=0. tx_bytes=884
[rltk_wlan_statisticl rx stat: rx_packets=2, rx_dropped=2, rx_bytes=1236
[rltk wlan_statistic] min_free_heap size=46896. current heap free size=46616
[rltk_wlan_statistic]l max_skbbuf_used_num=28, skbbhuf_ uszed _num=16
[r1tk_wlan_statistic] max_skhdata_uwsed_nun=28,. skhdata_used_num=16
[r1tk_wlan_statistic]l max_timer_used_numn=7

SECURITY
KEY INDEX
PASSYORD

Interface Cwlan@)

=> BP:e@:4c:87:00:00
=5 192.168.1.108
=> 192.168.1.254

[MEM] After do cmd,. availabhle heap 46616

5.4 Start AP

The Wi-Fi driver can be switched from station mode to AP mode. The wifi_ap command can be
used to start a Wi-Fi AP with indicated SSID, channel and password. If password is not given,
this command starts AP in open mode. Otherwise, it starts AP with WPA2 security.

August 25, 2015 17
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Command sequence: (refer to 3.2.1)

#ATW3=SSID

H#ATWA4=Password (no need for OPEN mode)
#ATW5=Channel

HATWA

it ATW3=honjour
ATW3 match ATW3I. search cnt 2
[ATW31: _AT_WLAN_AP_SET_SSID_ [honjourl

[MEM] After do cmd. available heap 47488

# ATWS=1

ATWS match ATWS,. search cnt 1

[ATWS5]1: _AT_WLAM_AP_SET_CHANMEL_ L[channel 11
[MEM] After do cmd, available heap 47488

it ATWA

ATWA match ATWA. search cnt 1

[ATWAT: _AT_WLAN_AP_ACTIUATE_

LwIP_DHCP: dhcp stop.
Deinitializing WIFI ...lextra_ bus_dma_Interrupt{8@>

WIFI deinitialized
reg BA2: Bx3 WIFI
req B1F: Bxea

req BhB: BxB

reqg Bh4: BAxA

reg 11c: A8

[_freertos_usleep os] _freertos_usleep os: Please Implement micro—second delay
WIFI initialized

Starting AP ...

bhonjour started

[MEM] After do cmd. available heap 47848

August 25, 2015
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The following is the output of “ATW?” command when AP mode. The Wi-Fi setting shows the
Wi-Fi driver is operating in AP mode with SSID, channel, security.

# ATW?
ATW? match ATW?. search cnt 1
[ATW?1: _AT_WLAN_INFO_

WIFI wlan® Sta : Running

_wlan_s stic] tx stat: tx_packetsz=H. tx_dropped=0, tx_bytez=0
[r1tk_wlan_statistic]l »x stat: px_packets=0, rx_dropped=0. rx_bytes=8
[r1tk_wlan_statistic]l min_free_heap_size=46%936, current heap free size=478%6
[r1tk_wlan_statistic] max_skbbuf_used_num=17, skbbuf_used_num=16
[r1tk_wlan_statistic] max_skbhdata uwsed _num=17. skhdata_used_num=16
[»1tk_wlan_statistic] max_timer_uszed_num=8

SECURITY
PASSWORD

Interface CwlanB@d
=> BB:ef:4c:-87:00:60
=>» 192.168.1.1
=> 192.168.1.1

[MEM] After do cmd, available heap 478%6

To switch back from AP to STA mode, set Wi-Fi connection command set (refer to 5.2).

5.5 Start STA+AP

The Wi-Fi driver can start station mode and AP mode concurrently. The “ATWB” command can
be used to start a Wi-Fi AP with indicated SSID, channel and password and start a station mode
together. If password is not given, this command starts AP in open mode. Otherwise, it starts
AP with WPA2 security. And the Wi-Fi connection command set (refer to 5.2) is used to connect
with an AP,

Command sequence: (refer to 3.2.1)

Start AP:

HATW3=SSID

H#ATW4=Password (no need for OPEN mode)
H#ATW5=Channel

HATWB

Connect to an AP:

HATWO=SSID

#ATW1=Password

H#ATW2=Key_id(only needed for WEP mode)
HATWC

August 25, 2015 19
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5.6 Ping

The “ATWI” command continues sending 5 ping packets, each in one second, to an indicated IP
address. Please note that if DHCP client is not enabled, it is required to pre-configured default
IP in main.h. It is useful when testing the network connection.

#H ATWI=192_168.1._.254

HATWI match ATWI. zeawrch cnt 1
[ATWI1: _AT_WLAN_PING_TEST_

arg: 192.168.1_254hello

[ATWI ITarget address: 192_.168_.1.254
[ATYI JRepeat Count: 5

[ping_test] PING 192.168.1.254 128{148) hytes of data

[ping_test] 128 bytes from 172.168.1_254: icnp_seg=1 time=11 ns
[ping_test] 128 hytes from 192.168.1.254: icmp_seq=2 time=18 ns
[ping_test] 128 bhytes from 172.168.1_254: icmp_seqg=3 time=7 ms

[ping_test] 128 bhytes from 172.168.1_.254: icmp_seqg=4 time=12 ns
[ping_test] 128 bhytes from 192.168.1.254: icmp_seqg=5 time=7 ms

[MEM] After do cmd,. available heap 46616

To ping y packets, type “ATWI=xxx.xxx.xxx.xxx[y]”(no any space, and [] is required)

# ATWI=1922.168.1.254[21

HATWUI match ATWI,. search cnt 1
[ATWI1: _AT_WLAN_PING_TEST_

arg: 192.168.1.254[21hello

[ATYI ITarget address: 192.168.1.254
[ATYI IRepeat Count: 2

[ping_test] PING 192.168.1.25%4 128(148)> bytes of data
[ping_test] 128 hytes from 192.168.1.254: icmp_seg=1 time=? ns

[ping_test] 128 hytes from 192.168.1_254: icnp_seq=2 time=13 ms
[MEHM] After do cmd, available heap 46616

To ping continuously, type “ATWI=xxx.xxx.xxx.xxx[loop]”. Please note that currently, exiting
infinite ping loop by UART command is not supported yet.

# ATWI=192_168.1_.254[1loop]

HATWI match ATWI,. search cnt 1
[ATWI1: _AT_WLAN_PING_TEST_

arg: 172.168.1.254[looplhello

[ATWI ITarget address: 192.168.1.254
[ATWI 1Repeat Count: loop

[ping_test] PING 192.168.1.254 128(148> hytes of data

ing_test] 128 bytes from 192_168.1.254: jcmp_seg=1 time=10 mz
i 128 bytes from 192_168.1_.254: icmp_seq=2 time=? ns
128 bytes from 172.168.1.254: icmp_seg=3 time=7 ms
128 bytes from 192.168.1.254: icmp_seg=4 time=10 ms
128 bytes from 122.168.1.254: icmp_seg=5 time=8 ms
128 bytes from 192.168.1.254: icmp_seg=h time=5 ns
128 bytes from 192_168.1_.254: icmp_seq=7 time=6 ns
128 bytes from 192.168.1.254: icmp_seg=8 time=14 ms
128 bytes from 122.168.1.254: icmp_seg=7 time=5 nms
128 bytes from 1922.168.1.254: icmp_seqg=10 time=8 ms
128 bytes from 192.168.1.254: icmp_seg=11 time=15 ms
128 bytes from 192_168.1.254: icmp_seq=12 time=13 ns
128 bytes from 192.168.1.254: icmp_seg=13 time=13 ms
128 bytes from 192.168.1.254: icmp_seg=14 time=12 ms
128 bytes from 122.168.1.254: icmp_seqg=15 time=16 ms
128 bytes from 192.168.1.254: icmp_seg=16 time=13 ns
_ 128 bytes from 192_168.1.254: icmp_seq=17 time=17 ns
ing_test] 128 bytes from 192.168.1.25%4: icmp_seg=18 time=7 ms
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5.7 TCP RX/TX Throughput Test

TCP transmit and receive throughput can be measured by iperf.exe tool which you can get from

Ssdk/tools/iperf.exe.

5.7.1 Receive Throughput Test

Receive test measures receive throughput of the development board. Start TCP server in the
development board, listen to port 5001 and wait for connection from iperf client. Iperf on the
Windows platforms connects to the TCP server via AP and transmits data to it. Iperf client
running on the Windows platforms computes bytes of data transmitted, and print it out every 1
second. A sample session is illustrated as bellow:

Type the following command to start TCP server on the console of development board:
# ATWT=[-s]
The “-s” command-line option starts a TCP server.

#t ATWT=[-s1
ATWT match ATWI. search cnt 1
[ATUT1: _AT_WLAN_TCP_TEST_

[MEM] After do cmd. available heap 46816

: Staprt tcp Server?
: Create server socket B

: Bind successfully.
: Listen port 5881

Type the following command to start Iperf client on Windows platforms:
~:> iperf .exe —¢ 192.168.1.100 —i 1 —t 60 —w 256k

The “-¢” command-line option means starting a TCP client and connecting to
“192.168.1.100”, “-i” is seconds between periodic bandwidth reports, “-t” is time in
seconds to transmit for (default 10 seconds).

Client connecting to 192.168.1.1806, TCP port 5681
TCP window size: 43.8 KByte (default)

local 192.168.1.183 port 46288 connected with 192.168.1.166 port 5861
ID] Interval TransfTer Bandwidth

3]

- 2.0 se 256 KBytes 2.18 Mbits/sec
3] :

L
2.8- 3.0 s 256 KBytes 2.18
3.6- 4.8 s 256 KBytes 18
8- 5.8 sec 256 KBytes 2.10 Mbits/sec

[
[
[ 2] ©8.8- 1.0 se 384 KBytes 3.15 Mblts[sec
[
[
[
[
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5.7.2 Transmit Throughput Test

Transmit test measures the transmission throughput of the development board. Start TCP

Client in the development board and connect to Iperf server on the Windows platforms via AP.
Iperf server works on the default port 5001 and should not be changed since TCP client is fixed
to connect with this port. TCP client send 10000 packets with length 1460 one time as default.
Iperf server running on the Windows platforms computes bytes of data received, and print it
out every 1 second. A sample session is illustrated as below:

Type the following command to start Iperf server on Windows platforms:

~:>iperf.exe —s —i 1

o

The “-s” command-line option starts a TCP server, “-i” is seconds between periodic

bandwidth reports.

Server listening on TCP port 5061
TCP window size: B5.3 KByte (default)

ocal 192.168.1.103 port 5001 connected with 192.168.1.100 port 4100

nterval Transfer Bandwidth

8.6- 1 Sec 211 KBytes 1.73 Mbits/sec

sec 182 KBytes 1.49 Mbits/sec

sec 185 KBytes 1.51 Mbits/sec

sSec 149 KBytes 1.22 Mbits/sec

sec 214 KBytes 1.75 Mbits/sec

sec 214 KBytes 1.75 Mbits/sec

Sec 205 KBytes 1.68 Mbits/sec
1
1
1
1
1

s
0000
R o

=l & bW

St T
o0

@ o

sec 173 KBytes .42 Mbits/sec
Sec 199 KBytes .63 Mbits/sec
Sec 229 KBytes .87

sec 196 KBytes
sec 211 KBytes

2.
3.
4,
5.
6.
7.
8.

=]

.61 Mbits/sec
.73 Mblts/sec

o200 Q 0
g e
P e

M= W@
@ O oD

Type the following command to start TCP client on the development board:
# ATWT=[-c,192.168.0.100,1460,10000]

The “-c” command-line option starts a TCP client, “192.168.0.100” is IP address of the
Windows platforms, “1460” is the length of packet to be transmitted, “10000” is the
number of packets transmitted to Iperf Server. Please note that packet length is no
more than 4300 .
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# ATUT=[-c.192.168.1.183.1468. 18068 1
ATWT match RTWT,. search cnt 1
[ATWT): _AT_WLAW_TCP_TEST_

[HEM] After do cmd,. available heap 460816

P2 Start tcp client!

B Serverl P=192_168.1 1083 port=5081.
: Create socket B.

Pz Connect server successfully.

Stop TCP test by typing the following command:
HATWT=[stop]

ATWT=[stop]l
ATWT match ATWT. search cnt 1
[ATUT1: _AT_WLAN_TCP_TEST_

[MEM] After do cnmd, available heap 44264

i
TCP: Sent u packets successfully.
TCP: Tcp client stopped?[]

5.7.3 Transmit and Receive Throughput Test

The concurrent throughput test measures receive and transmit throughput concurrently. The
development board run “ATWT=[-s]” to start a TCP server and communicate with iperf client on
Windows platform, run “ATWT=[ —c,192.168.0.100,1460,100000]" to start a TCP client and
communicate with iperf server on Windows platform. A sample session is illustrated as bellow:

Step 1: Start Iperf server on Windows platforms:
~:>iperf.exe -s-i 1

Step 2: Start TCP server on the development board:
# ATWT=[-s]

Step 3: Start Iperf client on Windows platforms:
~:> iperf.exe —c 192.168.1.103 - 1 —t 100

Step 4: Start TCP client on the development board:

# ATWT=[ —,192.168.1.100,1460,100000]
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1 g on TCP part 4881
indow size: B5.3 W8yte (defaull)

~168.5.100 port 09T

: Etart tep Nepvap!
i Create sevver sockat §

*: Bind aweeesslully.
CP: Listen port SO

sl=0.192.168.1.183, 1458, 1 B9 |
PRTUT match ATUT. = ent 1
[ATUTI: _AT_ULAW T

[HEM] After do ordl, avallable heap 43664

eeted with 192.268.1.100 port 5001 HEP: Erare tcp clisnt?
BereerlP=172,.168.1,.000 pore=581,
GF: Croate sock
CP: Bccept sock succeszfully.
CF: Conmect server soccessfully.

5.8 UDP RX/TX Throughput Test

UDP transmit and receive throughput test can be performed with iperf tool on Windows
platform and ATWU command on device.

5.8.1 Receive Throughput Test

The following is the ATWU command executed on device to start a UDP server for throughput
test. When UDP client is transmitting data for throughput test, the throughput information will
be shown per second.

EATHU=I -5 1
[ATWUIT: _AT_WLAN_UDP_TEST_

Udp servser erteverstcm tesd, atvailable heap 45984

1470 bytes in 4606 ticks, 2 Kbits/sec

345450 bytes in 18809 ticks,| 2698 Kbits/sec
233730 bytes in 18000 ticks, 1826 Kbits/sec
382200 bytes in 1800 ticks, 2985 Kbits./sec
3454530 bytes in 1000 ticks, 2698 Kbits-/sec

A UDP client on Windows platform should also be started with iperf command as the following.
UDP client is transmitting data to the specified UDP server (192.168.1.100 is the IP address of
server on device in this example) for throughput test based on the setting of transmit time and
bandwidth in iperf command.
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D:“Projectssbranch_3_4“toolsliperf —u —c 192_168.1.1680 —t 18 -bh 20m

Client connecting to 192_.168_.1.18d, UDP port 5681
Sending 1478 byte datagrams
UDP huffer zize: 8.8 KByte {defaultl

[128]1 local 122.168.1.181 port 5S5H5Y2 connected with 192.168.1.1860 port 5SHHAL
[ ID] Interval Tranzfer Bandwidth

[128]1 BA.8-168.8 sec 23.8 MBytes 17.9 HMhits~ssec

[128]1 WARMIMG: did not receive ack of last datagram after 18 tries.

[128]1 Sent 16955 data

5.8.2 Transmit Throughput Test

The following is the iperf command executed on Windows platform to start a UDP server for
throughput test. When UDP client is transmitting data for throughput test, the throughput
information will be shown per second.

D:“Projectssbranch_3 _4stoolsZiperf —u —=s —1i 1

Server listening on UDP port 5S5HHE1
Receiving 1478 hute datagrams
UDPF buffer zize: 8.88 KBute (defaultl?

[112]1 local 192.168.1.181 port 5801 connected with 172.168.1.180 port 49154

[ ID] Interval Transfer Banduwidth Jitter Lozt-Total Datagrams
[112]1 B.8- 724 KBytez |5.93 Mbitsrsszec | 2.882 mz —-L88~ A (-1.5x>
[1121 B8.8- LA8 datagram; received out—cf-order

[1121 1.8- 666 KBytez |5.45 Mbitsszec | 1.721 msz —4677 A (-1.5x>
[1121 1.8- 467 datagram; received out—cf-order

[1121 2.8- 717 KEBytez |5.88 Mbitsssec | 2.82% mz 583~/ A (-1.5x>
[1121 2.8- L83 datagram; received out—cf-order

[1121 3.8- - 593 KBytez |4.86 Mbitsrszec | 2.151 mz —416~/ A (-1.5x>

A UDP client on device should also be started with ATWU command as the following. UDP client
is transmitting data to the specified UDP server (192.168.1.101 is the IP address of server on
Windows platform in this example) for throughput test based on the setting of buffer length
and packet count in ATWU command.

éATHU:[-c,192.168.1.1@1,146@,1@@@@@]
CATHWUT: _AT_WCAN_UUFP_TEST_

UlLdp dp cclielient tnt testcestmd, available heap 45584

#

RTLB195AIDriverl: skb_unavailable=5726 in last 2 seconds
RTL8195SA[Driverl]: skb_unavailable=16783 in last Z seconds
RTL8195A[Driverl]: skb_unavailable=17847 in last 2 seconds
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5.9 Start Web Server

The “ATWE” command can be used to start webserver. Web server works only after Wi-Fi

driver switched to AP mode or concurrent AP mode. After client associated with the AP and get
right IP address, the client PC can open web browser and enter http://192.168.1.1
(http://192.168.1.1 in AP mode or http://192.168.43.1 in concurrent AP mode) to get or set AP
settings. For details, please refer to the document UM0014 Realtek web server user guide.pdf.

5.10 Wi-Fi Simple Config

This “ATWQ” command provides a simple way for device to associate to AP. For details, please

refer to the document ANOO11 Realtek wlan simple configuration.pdf.

5.11 Wi-Fi Protected Setup

The “ATWW” command provides another simple way for device to associate to AP. After
pressing WPS button on the AP, execute “ATWW=pbc” in the command line, then the device
will automatically associate with the AP. PIN method also supported. Please refer to the
document AN0011 Realtek wlan simple configuration.pdf for more detail.

5.12 Start STA+AP

The Wi-Fi driver can start station mode and AP mode concurrently. The “ATWB” command can
be used to start a Wi-Fi AP with indicated SSID, channel and password and start a station mode
together. If password is not given, this command starts AP in open mode. Otherwise, it starts
AP with WPA2 security. And the Wi-Fi connection command set (refer to 5.2) is used to connect
with an AP,

Command sequence: (refer to 3.2.1)

Start AP:

#ATW3=SSID

#ATW4=Password (no need for OPEN mode)
H#ATW5=Channel

#HATWB

Connect to an AP:

#ATWO=SSID

#ATW1=Password

#ATW2=Key_id(only needed for WEP mode)
HATWC
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5.13Set MAC address

The ATWZ command can be used to read/write MAC address. There are two examples for
reading and writing MAC address as below:

Read MAC address:
HATWZ=read_mac

Write MAC address:
HATWZ=write_mac[00e04c870102]

6 System AT Command Usage

6.1 Clear OTA Signature

Read back OTA signature value. The value of 81958711 at first time shows OTA image is valid.
After clear the signature, read back OTA signature again and it is 00000000.

[ATSC]: _AT_SYSTEM CLEAR_OTA SIGNATURE_
O0TA offset = @x00044000

81958711

6.2 Restore OTA Signature

Read back OTA signature value. The value of 00000000 at first time shows OTA image is invalid.
After set OTA signature to valid, (that is, 81958711), write this value to flash and read back
again for double check.

#ATSR

[ATSR]: _AT SYSTEM RECOVER_OTA SIGNATURE

OTA offset = 9x00844000

Signature 5
Signature = 81958711
Recover OTA signature success.
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